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”  Avoiding a Cyber Bully

" Be kind and respectful to others online
" Do not post personal information online
" Personal information helps bullies find you online
" Bullies alter your information and repost it
" Do not post your picture online
= Bullies alter pictures and repost them
» Be careful who you share your secrets with (peers)
" Do not respond to a Cyber Bully message
= Report online harassment:
= Parents, Teachers, Law Enforcement
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&  Online Responsibility

" Know about the threats on the Internet
= DO NOT lie about your age to access a site
» Myspace, Facebook (COPPA 1998 - 13 years old)
" Do NOT talk to strangers (especially online)
" Do NOT try to meet with people you encounter online
" Do NOT get into fights with people online
" Do NOT take pictures of yourself or send them to people
" Do NOT tell people your information (name, address, birth
day, phone, school, etc.)
" Do NOT tell people your secrets
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”  Online Responsibility

* Do NOT share your accounts or passwords
" Do NOT open emails or attachments from strangers
" Do NOT accept IM messages from strangers
* Something makes you uncomfortable?
Immediately tell a parent!!
= Some tries to talk about sex?
Immediately tell a parent!!
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Adult Responsibility

" Warn children about Internet threats

= Set reasonable rules for children to follow while online
=" Remind children about inappropriate online behavior
" Locate computers in family areas, not in bed rooms

" Monitor what children are doing online

= Spend time learning more about Internet threats

" Learn the services and sites that children use online

" The computer is NOT a babysitter

" Immediately report crimes to Law Enforcement
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Resources

» www.missingkids.com (NCMEC)

* www.fbi-sos.org

= www.sheriffalerts.com/cap_main.php?office=54567
= www.commonsensemedia.org

" www.isafe.org

" www.netsmartz.org

" www.safeteens.com

= www.facebook.com/help.php?safety

» www1l.myspace.com/misc/safetyTips.html

= wwwl.myspace.com/misc/tipsForParents.html
» www.allfacebook.com (Facebook Privacy Guide)
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